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exponentially. Even national elections
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are at risk.
Why is cybersecurity so hard to achieve
and why is it getting harder over time?
Are there paths that will make the risks
more manageable? In this primer, we
explore the reasons why cyber threats
prove so difficult to mitigate and how a
variety of approaches are successfully
combatting certain risks. However,
we assert that these solutions still fall
short of what is required and that new
approaches are needed—now. Exactly
what will work in the future is unclear,
as the nature of attacks continually
changes, but there are a number of
avenues that look promising and merit
further exploration.
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Why Is Cybersecurity So
Hard – and Getting Harder?
What Can Be Done?

In the last few years, major cyber events affecting millions of people across the
globe have made international headlines. Private and public institutions now
view cyber as a top risk-agenda item, one that adds significant uncertainty
to national economies and corporate business models. For individuals, the
proliferation of passwords, security-patch updates, and interdependency
between devices make hacks of personal data more and more likely.
Various institutions are committing substantial
resources to develop effective solutions.
Governments aim to disrupt antagonists
and other state actors, corporations are
enhancing cybersecurity measures, academia
and associations are advancing dialogue
and collaboration, and technology firms are
building sophisticated cybersecurity services.
However, these efforts are falling short of
what is required. Whether you are a small,
local business, a global conglomerate with
extended supply chains, an individual with a
mobile phone, or a government department
responsible for national security, your level
of exposure and responsibility to prepare
for cyber threats are both increasing rapidly.
Antagonists will continue to remain ahead of
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security solutions unless more sophisticated
solutions are developed and implemented.
In preparing this document, we have
considered a range of critical cyber
challenges. The list is not exhaustive, nor
necessarily unfamiliar to many involved
in cybersecurity. However, our aim is to
highlight those challenges for which a change
in approach is most urgently needed. One
of the pervading issues throughout is the
interface between humans and technology.
As technological sophistication increases,
the human ability to understand and engage
does not keep pace, resulting in a range of
unintended consequences and vulnerabilities.
Furthermore, there is no comprehensive
global understanding of the complex and

interlinked cyber challenges. Conversely, our
understanding of credit risk has developed
over centuries, enabling us to establish global
systems, structures, and rules that work
collectively to manage (if not eradicate) risk.
But we lag far behind in understanding cyber
risks. To act effectively, we need to rapidly
advance our understanding of cyber risks.
Lastly, we invite readers to validate or
challenge our views and engage with us in
driving change. Our research shows that no
one entity has the authority or perspective
to cover the full depth and breadth of cyber
issues. Our belief is that substantial change
will only occur with more dialogue and
collaboration that treats cybersecurity as a
common problem that affects all institutions
and organizations, as well as individuals.

What is the Impact
From Cyberattacks and
Cybercrime Today?
The Centre for Strategic and International
Studies (CSIS) estimates cybercrime to be the
most frequent illegal activity in the world. The
2018 Norton LifeLock Cyber Safety Insights
Report estimates that 1.2 billion consumers
in 16 countries have been the victim of
a cybercrime, including 867.2 million in
2018 alone.
All private businesses, public institutions,
and citizens are potential victims. Issues can
range from minor malware annoyances on a
laptop to organized fraud and disruption of
public services, such as the blackouts caused
by the 2015 cyberattack on the Ukrainian
power grid. Cybercrime represents a new
realm of crime that also facilitates other
types of traditional criminal activity, such as
facilitating trade in illicit goods.
The total direct financial cost of
cyberattacks in 2017 was estimated at almost
$600 billion, or 0.8 percent of global GDP,
and it is expected to grow substantially over

the next five years. Dedicating time and
funding to cybersecurity represents a major
opportunity cost. Gartner estimates that
global spending on cybersecurity will grow to
$124 billion in 2019.
The actual targets of cyberattacks may
not suffer the most damage—uncontrolled
collateral damage is often a more serious
consequence. Companies may spend billions
to recover from data breaches, but the impact
on customers whose personal information was
exposed may well be higher. It is estimated
that 25 percent of all people under 18 in
the US will eventually be a victim of identity
fraud—and other parts of the world may
experience the same fate.
Cybercrime systemically undermines
trust between victims and those responsible
for protection—citizens and governments,
consumers and corporations. This is true even
if an attack is unsuccessful.

What Is the Outlook
for Cyberattacks
and Cybercrime?
The future of cyber risk is harder to predict
than the future of technology. Indeed,
past cyberattacks are a poor predictor of
future attacks. The past decade gives some
indication of what to expect in the near future.
Beyond this, only broad projections should
be inferred.
There is certainly no reason for
complacency. Attacks by state actors are
growing in boldness and impact. In 2018, the
US publicly warned about efforts by Russian
government “cyber actors” to target small
suppliers of electric-grid operators. Moving
along the supply chain, these suppliers were
used as stepping stones to breach IT systems
of utilities and grid operators, causing largescale blackouts. References to a new cold war
have been circulating for some time; cyber
intrusion appears to be a key tool of espionage
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and disruption for all major countries. As
cyberattack tools increase in sophistication,
attackers can target new vectors with different
strategies. For example, the first cyberattack
using AI technology took place in India in
2017, opening a new frontier in cybercrime.
The rate of technological progress
exponentially enlarges the potential attack
surface. With more sensors, computers, and
mobile phones connecting more people
and devices, the number of entry points for
attackers is growing proportionally. There is
no way to protect all these entry points from
an attack. The result is a growing cyber threat
that is potentially accelerating at a rate too fast
to defend against.

What Is Driving
the Growth of
Cyber Threats?
Pinpointing the opportunity for cyberattacks
and the motivation of cyberattackers exposes
the underlying drivers of cyber threats
and attacks.
Drivers that increase the opportunity for
bad actors to gain from cyberattacks include:
Digitization. Our lives are becoming
more digitized; technology is embedded
in everything we do. We increasingly want
and expect “digital machines” (such as robot
pharmacists, chatbots, geolocation tools, and
diary organizers) to perform daily tasks. More
transactions, such as bank accounts and retail
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purchases, are now digital and therefore on
the radar of attackers.
Interconnectivity. The level of
connectivity between products, devices,
businesses, and individuals is rapidly
increasing. Each connection provides
attackers with another entry point. And
the interdependency of devices—“digital
seamlessness”—means that the point of
intrusion is not necessarily the ultimate target.
Pace of innovation. Companies are
innovating faster in an effort to transform the
customer experience and improve efficiency.
The growth in digital products and data
innovation has been substantially driven by
strong consumer demand.
Technological complexity. Any IT system
offers an “attack surface” that an attacker
can exploit. Cloud-based technologies and
API-based architecture continue to enlarge
this attack surface. At the same time, legacy
systems are far too layered and complex to
easily secure against cyberattacks.
Data sharing. The growing volume,
variety, and velocity of data increases
vulnerability by both widening the attack
surface and presenting more opportunities
to extract value. Allowing control of digital
“property” by third parties, sometimes
without knowledge or consent, puts
individuals and organizations at a higher risk
of a hack.
Attack sophistication and capability.
Actors are increasingly organized and use
more sophisticated techniques, providing
a greater opportunity to circumvent

cybersecurity systems and solutions.
Attackers represent a growing industry
that is in the process of professionalization,
with state-backed actors entering as well.
While also providing solutions, emerging
technologies give antagonists new methods
to attack and infiltrate systems.
Drivers that affect the motivation for bad
actors to commit an attack include:
Financial reward. As financial services
have migrated online, the opportunities for
theft and fraud has grown. In 2017, $172
billion was stolen from consumers through
phishing, ransomware, online fraud, and other
intrusive tactics. Bad actors can sell this stolen
data to other criminals through the Dark Web.
Political influence. Minor hacktivists
and nation states have manipulated election
systems and political narratives, either to
promote certain politicians or just to disrupt
society. Terrorist cells also spread messages
that drive radicalization.
Cloaking criminal activity. Cybercrime
can be used to cloak other criminal
activities. Temporarily disabling security and
surveillance systems enables attackers to
use entry points without being detected; the
ability to operate anonymously allows for illicit
trading and data theft.
Obscurity. Law enforcement’s ability to
hold cybercriminals to account is far more
challenging than for more established criminal
activities. Individuals behind cyberattacks
often remain unknown and largely immune
from arrests or penalties

5

The

SEVEN

Most Pressing
Challenges

ONE

Humans are the
weakest link…
Challenge

…given their lack
of technological
understanding

Reduce the impact of human vulnerabilities
on cybersecurity.

In a clear majority of cases, cyberattackers
have taken advantage of unsuspecting
employees and human error. Approximately
80 percent of all data breaches, based on
a blended average of multiple sources,
are a function of compromising the way
humans interface with technology. People
can inadvertently send sensitive documents
to unintended recipients, fall for phishing
attacks that allow malware onto their systems
via email accounts, let unauthorized users
access corporate devices, and choose easily
decoded passwords.
Solutions require either changing human
behavior or removing computers’ reliance on
humans. However, employee-driven risks do
not necessarily decrease with more stringent
protocols. With more cumbersome security
protocols, employees may develop habits of
non-compliance, especially in businesses (or
from people) that view cybersecurity as solely
an IT problem.
Entirely eliminating humans from the
equation through robots or automation is
difficult and shifts the risk to more centralizedsystem vulnerabilities, increasing the
potential impact of a successful attack. For the
foreseeable future, systems will continue to
be designed by humans and human error in
the design of the system will continue to be a
cyber risk.

Dilemmas
The more cumbersome security protocols are,
the more likely people will circumvent them.
Automating processes to eliminate human risks
may centralize cyber risk within the technology
architecture, creating additional weaknesses in
the design.
Cultural education about cyber best practices
has proven difficult to implement. It is unlikely a
business today can claim to have demonstrated
a truly successful model of education and
practice throughout its workforce.
The complexity and increasing opacity of
technology is exacerbating the problem. As soon
as new security practices are embedded, new
threats evolve to circumvent them.
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TWO

Interdependency
and the risk exposure…
…from ever-increasing
connectivity
The more interconnected and data-rich are
capabilities, tools, and apps, the larger the
attack surface and consequent cyber-risk
exposure. With more parties embedded
within complex and highly interconnected
ecosystems, the danger of systemic
cyberattacks increases, especially for
extended supply chains or networks. This
makes it increasingly challenging to assess,
manage, and control interdependency risks.
If impactful solutions are not identified
or the rate of interdependency continues
unchecked, the current trajectory points to
a major increase in cyber-related events.
If attackers continue to target previously
undiscovered interconnections, potential
targets will struggle to predict attacks.
Quantification of interdependency is not
possible to any degree of granularity today.
Existing risk-management tools and cybertesting protocols generally provide only
limited visibility into interdependency risks.
Limited coherence of internal data strategies
for many businesses and institutions
mean that data is stored, processed,
and shared in a chaotic fashion, across
unsecured environments.
New sources of interdependency are
always emerging. Greater concentration of
risk is due to consolidation of cloud services to
a small number of large providers and growth
of centralized systems in critical infrastructure.
The network effect, growing supply chains,
and corporate consolidation increases thirdand fourth-party risk.

Challenge
Mitigate cyber-risk exposure due to increasing
interdependency of entities and systems.

Dilemmas
The number of new devices, connections
between devices and systems, and sharing of
information continue to grow.
Business models are commercially driven
towards greater innovation that is leading to
greater cyber risk. However, the cyber threat
is not yet sufficiently visible to deter the
commercial imperative.
The drive toward seamless integration of IT
systems is forcing businesses to develop more
integrated solutions for consumers.
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THREE

Increasing
cybersecurity demands…
Challenge

…entangle government
and public-sector
responsibilities

Identify the appropriate cybersecurity
responsibilities of the public sector and drive
proactive engagement.

All governments and public-sector institutions
are facing an increasingly challenging set of
cyber risks.
The public sector often sets standards
and regulations for industry, yet these are
proving complex and burdensome for many
businesses. The drain of skills away from
public-sector institutions and the age of
their legacy infrastructure also affects trust in
collaboration and sharing of information with
the private sector.
The public sector should be a key driver of
cyber solutions with education, investment
incentives, and technological development.
It is also essential in tackling cybercrime,
and uncovering fraud, financial crime, or
illegal activity often hidden on the Dark Web.
However, governments are not proactively
engaged with these efforts. According to
one study, only 58 percent of governments
reported having a national cybersecurity
strategy in 2018.
Conversely, some governments are very
active in military or foreign-diplomacy cyber
activities. Individuals and the private sector are
often caught up in the crossfire or the target of
many state-actor attacks, damaging trust and
confidence in a nation-state’s cybersecurity.
What are the roles of governments and the
public sector? Are there activities they should
not be involved in? What are their priorities
and responsibilities?

Dilemmas
A fragmented regulatory landscape with
differing policy approaches and political
motivations is sustained by ideological
differences and a lack of collaboration.
While the public sector is expected to lead the
way in providing solutions, it suffers from a
cyber-skills deficit, limited trust in its alignment
with other stakeholders’ interests, aging legacy
systems, limited cybersecurity for its own
systems, and a lack of a cyber strategy.
Nation-state espionage and attacks are very
real. This “cyberwarfare,” although real, is
not classified as such, in part so insurance
companies are not liable for damages. Indeed,
much of the private sector and most citizens
do not realize their countries are engaged in a
global cyberwar.
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FOUR

There is a cyberresilience divide
Some businesses are
prepared to respond to
attacks, but most cannot
meet a minimum level of
readiness to respond

Challenge

Over the past decade, a divide has grown
between different organizations’ ability to
invest in sufficient human and technological
resources to sustain adequate cyber
resilience—defined as the ability to continually
deliver products or services despite attacks.
This divide is typically seen across a couple of
vectors (large corporations versus SMEs) and
between certain sectors (such as Financial
Services versus Energy). This divide can leave
large parts of national economies exposed to
systemic cyber risk.
According to a recent survey of small and
midsized companies in the UK, 67 percent of
SMEs have been attacked in the last year, 60
percent have insufficient resources for cyber
defense, and 40 percent have no incidentresponse plan. Few SMEs feel confident in
their ability to mitigate cyber risks and defend
against cyberattacks.
Reasons for this state of affairs include
resource constraints, lack of cyber awareness,
culture, safety and security factors,
complacency in ignoring threats, and lack
of responsiveness to attacks. The challenge
to substantially improve the cybersecurity
standards of a vast number of businesses is
not insignificant.

Dilemmas

Rapidly elevate the cyber resilience of
companies to close the current divide between
“secure” and “insecure” companies.

As long as market players perceive cyber
resilience as a competitive advantage, they will
be reluctant to collaborate with competitors.
Cooperation in cybersecurity and resilience
is highly complex and expensive for SMEs, so
much so that it may outweigh the perceived cost
of cyber risk.
Outsourcing via Security Operations Centers
(SOCs) creates more uncertain centralized
risks that organizations must manage in any
partnership model.
Sectoral practices and lessons can be shared
across industries, but information is not now
flowing at the pace required. Moreover, these
sharing solutions are often inaccessible to
many SMEs.
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FIVE

There is a cyberskills shortage
And the need for
short-term solutions

Challenge

Over the past decade, a skills shortage in
cybersecurity has been growing substantially.
According to a number of reports, the rate of
unfilled cybersecurity jobs has grown by more
than 50 percent since 2015 and will reach 1.8
million open jobs by 2022.
Both short- and long-term solutions are
lacking investment and attention. Causes
include a gap between accelerating job
openings and supply of talent, lack of
alignment between formal education and
private-sector technical needs, lack of
non-formal training opportunities, and the
career paths potential cybersecurity experts
are choosing. This skills shortage results in
insecure IT systems and a limited ability to
assess the level of necessary cybersecurity.

remedies while driving established solutions

Identify and implement new short-term
that have longer lead times to deliver.

Dilemmas
Many of the large-scale solutions have long lead
times as people transition through education
programs, academic courses, or apprenticeship
schemes. And such programs are under-funded
and under-resourced.
Lack of formal career paths and career
incentives reduces employee stickiness,
particularly as wage growth encourages job
hopping. Smaller firms unable to compete for
talent lose out on capabilities as large companies
hoard resources.
Full outsourcing of cybersecurity leads to loss
of control and uncertainty about cybersecurity
capabilities, converting cyber risk into a thirdparty problem.
In the short term, the skills shortage will get
more severe before it improves. Demand will
outstrip supply unless innovative solutions can
be determined.
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SIX

Emerging technology
drives cyberattacks
Most cyberattacks could not have been
predicted by assessing past attacks, although
some “old chestnuts” like phishing are a
staple. Attacks utilizing new technologies
further increase the divergence from the
historical norm, which makes attacks harder
to predict, prevent, and protect against. To
date, antagonists have been able to utilize
new technologies far more effectively than
have those trying to prevent attacks.
Technology-driven innovations can
increase cyber risk in two ways: Data becomes
more valuable and abundant, and attackers
become more sophisticated. With the growth
in the collection, sharing, and federation
of data, attackers can find more valuable
datasets in more places.
At the same time, emerging technologies
can also be used to protect against
cyberattacks. The use of AI, machine
learning, and advanced cryptography offer
opportunities in prevention, detection, and
response stages of the cybersecurity lifecycle

Challenge
Identify emerging technologies that attackers
are using—and develop emerging-technology
solutions to thwart them.

Dilemmas
Emerging technologies—AI, machine learning,
IoT, quantum computing—show greater
potential for disruption than prevention or
defense. Given the speed of innovation, it can
be easier to leverage new technologies to attack
than to protect an expanding attack surface.
Any disruptive technology can create novel
cyber risks. These risks are typically discovered
and mitigated only after damage is done.
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SEVEN

How do you know if
you’re cyber resilient?
Challenge

The asymmetry between antagonists and
defenders means that an attacker only has
to find a single point of entry while the target
has to protect against all potential weak
spots. The challenge is how to prepare for
cyberattacks, particularly low-probability/
high-impact cyberattacks.
Today, it is widely acknowledged that a
large majority of businesses and individuals do
not have a minimum level of understanding or
processes in place to prepare for cyberattacks.
How much should a local hospital invest
in its IT-security solutions, what are the
minimum resourcing roles that a mediumsized energy supplier requires, what are
the key safety behaviors that young, social
media consumers need to practice? The
inability to communicate a clear set of targets
and responses inhibits our effectiveness to
drive necessary change. And this, of course,
provides motivation for attackers.

Provide effective and holistic cyber-risk
quantification to assess your exposure and
define how to mitigate that risk.

Dilemmas
A business must consider a number of factors
in developing a cyber strategy: investment,
resource, technical solutions, remediation
actions, and media/PR response.
Given the many factors that favor attackers,
adequately preparing and protecting any
business or institution is a major challenge.
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FIVE

Opportunities
for Cybersecurity
Change

Since the first concerted
cyberattacks in the 1980s,
cybersecurity has been a
growing commercial industry.
Today, there are numerous
mechanisms for protecting,
uncovering, defending, and
recovering from cyberattacks.
We explore the five key drivers
of change and actors that will
implement them.

ONE

Regulation
Cybersecurity regulation provides safeguards and
directives that protect the use of information technology
and data systems. Regulation often remains siloed within
countries and driven by a specific sectoral or individual
security need. However, such regulation remains a critical
lever in driving businesses and organizations to establish
their own protection controls.
For example, to promote efficient coordination, the
Global Risk Institute sketches a plan for the financialservices industry to cooperate in the response to cyber
threats. By ensuring that all stakeholders reliably
cooperate in communications, contingency planning, and
threat responses, cyber resilience to systemic cyber risks
can be greatly increased. In another example, the New
York State Department of Financial Services introduced a
comprehensive set of requirements for all covered entities
in the state, holding senior management to account for
assessing and dealing with cyber risk.
However, regulators need to balance demands on cyber
resilience with the amount of additional stress placed on
organizations. Compliance costs for security teams to
submit regulatory reports have mounted considerably.
Furthermore, if regulation is not well aligned across
jurisdictions, possibly due to country-specific policy goals,
fragmentation will add compliance stress. Solving these
trade-offs via entities such as the International Code of
Conduct for Information Security proposed to the UN in
2015 will be the main challenge for regulators that strive to
effectively reduce cyber risk.

Opportunities
Testing. Centrally coordinated
industry/ institution level testing will
help validate cyber resilience and
response readiness.
Regulatory conditions. Regulators
can stipulate which cyber-risk
measures or mutual agreements
should be followed. Collaboration
through inter-governmental bodies
can drive regulatory harmonization
across borders. Simplification of
regulatory reporting, aligning only
key requirements to sectoral needs,
will drive down implementation costs.
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TWO

Standards
Well-designed industry standards have the potential to
raise awareness and improve practices by aligning best
practices, commercial requirements, and capabilities.
At the less-intrusive end of intervention, common
standards have been introduced by the application of
frameworks, such as the NIST framework for addressing
cyber risk. Potential drivers for this are cooperation within
an industry and market leaders pushing for common
standards. But more invasive methods are also possible,
such as the Wholesale Payments Initiative developed
by the Financial Systemic Analysis & Resilience Center
(FSARC). This states that if a cyberattack disables a
financial institution’s capabilities, competitors must
provide backup resources to prevent systemic damage.

Opportunities
Guidance. Industry alignment,

Certification. Qualifications or

education, or best practices issued to

certifications earned by individuals

a sector or industry can elevate the

or institutions can elevate the

overall effectiveness and management

capabilities and visibility of standards

of cyber risk. Common standards that

within an organization. Industry

go beyond a “checkbox exercise” can

associations have begun to issue such

drive overall cybersecurity standards.

certifications, but uptake remains low.
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THREE

Mutualization
To deal with rising costs of cybersecurity, mutualization
enables many firms to develop cyber resilience. Businesses
can set up partnerships and privately maintained utilities
that provide services to increase cyber resilience.
Conventional examples of this are Information Sharing
and Analysis Centers (ISACs), and collective response
plans and drills that pool resources to reduce damage
and contagion from cyberattacks. Centrally mapping and
testing the levels of members’ cybersecurity can reduce
risk without an unreasonable increase in time and effort.
Mutualization can increase efficiency, but it requires
several levers to drive alignment across industry
stakeholders. Cost and effort, lack of senior oversight, and
reluctance to share information are major challenges to
making mutualization work.

Opportunities
Partnerships. Institutions contribute

Utilities. Industry-maintained

resources toward common solutions

entities and joint ventures can provide

that provide services back to the

services to the whole industry.

group of contributing stakeholders.
Solutions may involve sharing of
sensitive and secure data, which
requires highly secure infrastructure.
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FOUR

Government
Opportunities

Governments set the environment in which the private
and public sectors operate. Governments have a range
of tools at their disposal for driving change toward cyber
resilience, such as regulation, investments, incentives,
education, and use of political capital. Increasingly,
governments need to have a comprehensive cyber
strategy that prescribes action and places a priority
on cybersecurity.
A widely noted successful government initiative is the
Israeli “Cyber Spark” cybersecurity ecosystem. Other
initiatives include the UK DCMS ministry’s Cyber Security
Month, the US Cybersecurity and Infrastructure Agency
(CISA), and the European Union Agency for Network and
Information Security (ENISA).

Laws & taxation. Adoption of
frameworks or laws (such as taxes or
tax breaks, and criminalization of lax
cybersecurity) provides incentives
and boundaries for enforcing
cyber policy.
Investment & incentives. Direct
funding and/or political investment in
initiatives, programs, technology, or
business propositions helps promote
policy targets.
Education. National-education
programs and societal/cultural
awareness campaigns can change
human behavior and career pathways.
Integrated cyber-risk
management. Businesses and
individuals need to take responsibility
for their own cyber-risk management
practices. However, governments can
drive dialogue and engagement to
prioritize cyber as a risk topic, making
it as top-of-mind as driving safety.
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FIVE

Technology
Especially relevant to cybersecurity are technologies that change
connectivity and processing of data—such as the internet of things
(IoT), seamless connections, artificial intelligence (AI), innovative IT
control systems, and increasingly powerful processing capabilities such
as quantum computing.
While the impact of these technologies cannot be accurately
predicted, it is safe to say that organizations will face new cybersecurity
challenges and that regulators will need to write policy to shape the
development of emerging technologies.
The number of cybersecurity startups using AI to combat
corporate cybercrime show that some parts of the private sector are
preparing for the cyber future. Government rule books—such as
the UK interdisciplinary-research hub for IoT and the US emergingtechnologies strategy—show that it is possible for the public sector to
also shape emerging technologies.

Opportunities
Connectivity. Design solutions to

Processing. Design solutions to

address cyber risks associated with

address cyber risks associated

innovative technologies (AI, robotics,

with increasingly powerful

and control systems).

processing capabilities, such as
quantum computing.
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EIGHT

Groups That Will Dictate a
Positive Cybersecurity Future

ONE.
Inter-governmental
institutions.

TWO.
Governments and regulators.
Governments vary in their level of
responsibility and the maturity of their
cybersecurity capabilities. Those with
strong cyber geopolitical interests take a
more proactive and direct role to national
cybersecurity. Example: The Cybersecurity
and Infrastructure Security Agency in the
United States.

Organizations that can drive collaboration
across borders are vital. The UN International
Code of Conduct for Information Security
is an initial approach to standardize a code
of responsible government behavior in
cyberspace. The G7 is looking to align on a
set of joint cyber standards. Example: The
European Union Agency for Cybersecurity.

THREE.
Corporations.

FOUR.
Academia.

Companies, particularly those with high
exposure to cyber threats, such as banks and
large tech firms, are applying an enterprise
risk-management approach to cybersecurity.
They are exploring collaborative initiatives
through partnerships or industry utilities and
driving new cultural best practices. Example:
Sheltered Harbour for financial institutions.

Universities and think tanks recognize the
challenges and complexities within the
cyber domain, and they are increasingly
active in publishing reports on new
technologies that address challenges across
all sectors. Example: Belfer Center, Harvard
Kennedy School.
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FIVE.
Trade associations and
citizen groups.

SIX.
Law-enforcement agencies.
As the organizations responsible for enacting
a country’s laws and identifying criminals,
law-enforcement agencies play a critical
role in understanding cyber threats and
identifying potential and actual attackers.
Example: The Dedicated Card and Payment
Crime Unit, UK.

Such groups provide an important gateway
into industry networks representing member
interests—publishing research and driving
collaboration, education, and political
change within their sectors. Example: EEISAC, European Energy-Information Sharing
& Analysis Centre.

SEVEN.
Technology and
service providers.

EIGHT.
Media and thought leaders.
The responsibility of both the public and
private sectors to prepare and protect
citizens and customers is arguably growing
daily. To drive change, these responsibilities
must be challenged, given visibility, and
conveyed accurately to those who are
vulnerable or have been victimized. Example
Chatham House, The Royal Institute of
International Affairs.

These providers are essential suppliers of
tools and capabilities to a market with high
and constantly evolving demand. In fact, the
list of vendors of cybersecurity solutions is so
extensive it is problematic for many buyers
to navigate.
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