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Regulation and public policy for digital assets are in flux in the United States and globally. Bitcoin 
and other digital assets are newer than the core laws and regulatory principles that govern the 
financial system, so these assets do not fit easily within existing frameworks. This paper provides a 
high-level guide to some of the key issues overall, which apply across the globe, and, as an 
illustration, discusses the likely outcomes for the US. This is particularly timely given President 
Biden’s recent Executive Order calling for a “whole of government” approach to digital assets, with 
specific actions to be proposed by a series of reports over the course of this year. 

There are a series of major conceptual questions that must be answered to achieve coherent 
regulatory policy in this area: 

• Should digital assets be encouraged, discouraged, or channeled in some way?

• Are new laws and a new regulator needed for digital assets?

• If yes, what would qualify as a digital asset for this purpose?

• If no, how are digital assets divided among existing regulators?

• How should overlaps of digital asset categories be handled?

• How should central bank digital currencies fit in?

• How should decentralized finance be regulated?

• How can existing legislative authority be used by regulators?

• What is the role of enforcement actions versus enhanced regulation?

• Is there a need for new legislation? Is it achievable?

• Are digital assets systemically important?

Several important implementation issues arise once these conceptual questions are answered, 
including: 

• How should licensing/chartering work?

• What capital and liquidity rules are needed?

• How can adequate global coordination be achieved? 
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The Big Conceptual Questions 

Should digital assets be encouraged, discouraged, or channeled in some way? 

There are major disagreements among policymakers in the US and globally about whether digital 
assets are good or bad for society. Naturally, these have an influence on the desired laws, regulation, 
and supervisory approaches to adopt. Important parts of financial regulation represent a balancing 
act. For example, most policy analysts believe bank capital requirements above a certain minimum 
level bring a trade-off between the safety that higher capital brings and the costs, including the 
potential to push business away from banks to less regulated firms. Following a similar logic, 
believers in the social utility of digital assets are likely to make choices that balance risk reduction 
against the potential for innovation and the value to the users of these digital assets. Skeptics, on 
the other hand, would come down heavily on the side of risk minimization because they see little 
offsetting value. 

My recent paper, “Cryptoassets: Tulips or Dot Coms,” discusses in detail the disparate views of 
policymakers on one important category of digital assets, those, such as Bitcoin, that are not tied to 
the value of a conventional currency.  

A central area of disagreement is whether digital assets spur useful innovations or are just a 
speculative mania. A full discussion is well beyond the scope of this paper, but two areas 
particularly stand out. First, many advocates of digital assets believe that blockchain technology is a 
major technological innovation of great value and that many uses of blockchain need a digital 
currency to function well. Others are skeptical either of blockchain’s importance or the need for a 
digital currency beyond that which already exists with commercial bank money.  

Second, there is a dispute about whether digital assets can revolutionize payments systems or 
whether upgraded versions of existing systems can fully cover new uses. In particular, many 
advocates of digital assets place great value on the potential benefits of so-called smart contracts 
and programmable money more generally. Smart contracts are typically agreements built into 
transactions on a blockchain that execute automatically when the agreed conditions are met. 
Programmable money is a somewhat broader term that includes smart contracts and also ideas such 
as having government stimulus payments that automatically expire if not used or government aid 
that can be used to pay only for specific things, such as seeds for farmers. Skeptics believe that to 
the extent these approaches have value they can be executed or mimicked by modern versions of 
traditional payments systems. 

https://www.oliverwymanforum.com/content/dam/oliver-wyman/ow-forum/future-of-money/Cryptoassets-Tulips-or-Dot-coms.pdf
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Are new laws and a new regulator needed for digital assets? 

Some, particularly among the supporters of digital assets, call for a new regulator and appropriate 
new laws to govern digital assets. They argue that these are so different from traditional financial 
instruments as to merit a new approach. However, the United States and most other countries plan 
to continue using existing laws and regulators. They believe that the relevant aspects of digital 
assets fit into traditional categories where they can be governed using long-established principles 
and techniques designed to protect consumers, investors, and the overall financial system and 
wider economy. Europe, for its part, proposes to use existing regulatory bodies but is putting forth 
an extensive new regulation governing Markets in Crypto-assets (MICA) that includes shifting some 
regulatory authority and clarifying roles. 

Overlapping with the question of regulation focused specifically on digital assets is the larger 
question of how to regulate tech activities more generally. A few countries, including the United 
Kingdom, are actively working to set up regulators for tech firms and activities. 

If yes, what would qualify as a digital asset for this purpose? 

There are multiple types of digital assets, so any country that wished to create new laws and 
regulations for them would need to decide what would qualify for this treatment. I will focus on 
three main categories in this paper: central bank digital currencies (CBDCs), stablecoins, and what I 
call traditional cryptoassets. CBDCs are a digital form of central bank liability, essentially a modern 
version of paper currency and coins. Stablecoins are private sector-issued digital assets that attempt 
to maintain a stable value against the dollar or other “fiat” currency or, in some cases, a commodity 
or basket of currencies or commodities. Traditional cryptoassets is my somewhat tongue in cheek 
way of referring to Bitcoin, Ether, and altcoins. These are digital assets that do not attempt to 
maintain a fixed value against a currency or other external measure. 

In general, these three categories differ in enough ways that they could easily end up under 
different regulatory regimes, with some overlap in principles and perhaps regulatory authorities. 
I should note that there are other developing types of digital assets that I will not address here. 
These include non-fungible tokens (NFTs) and tokenized securities or other assets. 

If no, how are digital assets divided among existing regulators? 

Awkwardly, these categories of digital assets do not fit easily into existing law and regulation in any 
country. It is particularly difficult in the US, where securities fall under the Securities and Exchange 
Commission (SEC), commodity derivatives and some aspects of currency trading under the 
Commodities Futures Trading Commission (CFTC), and deposit and loan products under one or 
more of several federal bank regulators and various state regulators. Anti-money laundering (AML) 
and financial crime issues fall under the Financial Crimes Enforcement Network (FinCen), a bureau 
within US Treasury, as well as, in some cases, under the previously mentioned regulators or other 
authorities. Some digital assets might even be viewed as collectibles, placing them entirely outside 
the normal realm of financial regulation. 
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There are major ongoing disagreements, and litigation, about where various digital asset players 
and activities fall across these categories in the US. Notably, the SEC has charged that Ripple Labs 
sold its XRP token to retail investors without satisfying the disclosure requirements applicable to 
securities offerings and without operating under an appropriate exemption from these rules. Ripple 
argues that XRP is not a security and therefore these requirements do not apply. 

A number of digital asset firms would prefer to see the CFTC regulate their activities rather than the 
SEC, giving them an additional stake in the continuing disputes about what is a security and what is 
a commodity or commodity derivative. 

To make things still more complicated, digital assets may also fit different categorizations 
depending on how they are used.  The recent report of the President’s Working Group on Financial 
Markets (PWG) applies to stablecoins used as a means of payment by households and businesses. 
The set of regulations around the use of stablecoins as a “store of value,” which would include its 
use in investment products that promise specific yields, may well be different.   

How should overlaps of digital asset categories be handled? 

In the real world, digital asset categories don’t always have hard edges, creating regulatory issues of 
how to handle overlaps. One important example of the problem is the treatment of stablecoins in 
the Basel Committee’s initial proposal on bank capital requirements. Recognizing that those 
stablecoins which are backed by reserves have much lower risk than unbacked digital assets, the 
proposal offered far more favorable capital treatment to stablecoins. However, it then laid out a 
quite narrow definition of stablecoins with a massive cliff edge effect on any purported stablecoins 
that failed the tests. This would have meant, to illustrate an extreme, that a stablecoin that was 99% 
backed by US Treasury bills and one percent backed by very risky assets would likely have been 
treated as if it were totally unbacked. This would have taken the risk weighting of the asset from 
close to zero to the 1,250% that was proposed for standard non-stablecoin digital assets. Such a risk 
weighting would have required capital of an absolute minimum of 100% of the digital asset’s value 
or, at the capital ratios banks actually target, a level considerably higher. This particular example is 
impacted by the extreme difference in treatment proposed for stablecoins and unbacked digital 
assets. However, less severe, but still important, differences will show up any time that categories 
are blurry, as they often are in reality. 

An obvious source of differential treatment comes when these blurry edges mean that some assets 
fall on one side of a regulatory perimeter and other assets on another. Treatment as a security in the 
US under SEC rules, for instance, could be very different from treatment as a commodity under 
CFTC rules. 

In some cases, as with the Basel Committee, the best answer is likely to be to use more nuanced 
calculations, rather than simply three big buckets for digital assets, as in the original proposal. In 
other cases, when the blurry edges affect regulatory jurisdiction, the answer will need careful 
coordination between regulators of similar assets. 
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How should central bank digital currencies fit in? 

In addition to their regulatory function, public authorities are likely to be issuers of digital assets. In 
particular, many central banks are in the process of creating, or seriously studying, widespread 
issuance of their currency in digital form, known as a central bank digital currency.  

Decisions about the regulation of private sector digital assets will affect the design and effectiveness 
of a CBDC. As an obvious example, stablecoins are a near substitute for a CBDC. If the regulatory 
regime allows them to be readily available and widespread, then CBDC may play a different role 
than if regulation stifles stablecoins. Stablecoins can also be a complement to CBDCs, allowing 
private sector digital currencies to interact with CBDCs to extend their reach. For instance, it is 
possible that some stablecoins may be able to offer more innovative features than a CBDC may be 
designed to offer. 

As described in our my paper, “Central Bank Digital Currencies: Six Policy Mistakes to Avoid,” it is 
important to view public policy on digital assets holistically, taking into account choices on CBDCs, 
payments policy more generally, and the various issues relating to private sector digital assets. 

How should decentralized finance be regulated? 

Cutting across the types of digital assets is the question of how they are used. In particular, 
policymakers have strong concerns about decentralized finance, or DeFi, since this operates almost 
entirely outside the regulatory perimeter because of its design and its global, stateless nature. 

DeFi is an umbrella term for a new wave of highly automated financial services innovations usually 
tied to digital assets. For example, individuals can buy or sell cryptoassets nearly instantaneously 
using automated exchanges to match them with counterparties. Similarly, they can lend or borrow 
cryptoassets through automated exchanges, with the loans bearing interest. 

DeFi could bring major potential benefits for society: 

• Dramatic cost reductions by eliminating human-centered processes and delays

• Near-instantaneous execution

• Ability to quickly canvas a global market of buyers and sellers or lenders and borrowers

As it currently operates, DeFi also brings serious risks for society: 

• Difficulty of regulation to ensure safety

• Rudimentary governance systems to deal with errors or fraud

• Weak safeguards against money laundering or financial crime

• Financial stability risks

https://www.oliverwymanforum.com/future-of-money/2022/jan/the-mistakes-to-avoid-on-the-path-to-a-cbdc.html
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Policymakers are very concerned about all of these risks, including the difficulty of identifying 
entities to regulate that are in their jurisdiction and have humans at the heart of their governance. 
They are understandably very cautious about allowing unregulated entities to take over core parts 
of finance, such as lending. 

There are two key questions for policymakers. First, is “regulated DeFi” possible or is this truly a 
contradiction in terms? Second, is there an effective way to eliminate or contain excessively 
dangerous uses of DeFi? 

How can existing legislative authority be used by regulators? 

If a digital asset falls under the purview of one of the regulators by being considered a security or a 
commodity future or a bank product, say, then those regulators have the ability to apply their 
authority under existing law. The SEC’s case against Ripple is one example. As a second example, a 
number of digital asset firms have applied to the SEC to issue Exchange Traded Funds (ETFs) with 
Bitcoin as the underlying asset but have been turned down or have their applications pending with 
little likelihood of approval. In contrast, the SEC has authorized an ETF for which the underlying 
asset consists of futures on Bitcoin traded on a recognized commodities exchange, rather than 
Bitcoin itself. (This matters because there are substantial disadvantages in operating an ETF based 
on futures, which significantly reduces the return to investors compared with an ETF that could 
hold digital assets directly. In particular, rolling over the holdings from an expiring Bitcoin futures 
contract to a new one can entail significant costs.) 

On the other hand, the PWG recently made a series of recommendations regarding stablecoins as a 
means of payment. The report recommended that stablecoins should be regulated as a bank product but 
recognized that current law does not authorize this. For this reason, the report called for new legislation 
rather than urging bank regulators to try to use existing authority to treat stablecoins as a bank product. 

What is the role of enforcement actions versus enhanced regulation? 

Many in the digital asset space have accused the SEC of so-called regulation by enforcement. They 
complain that the SEC has failed to issue regulations or other guidance that would clarify when a 
digital asset is a security. Instead, in their view, the SEC has chosen to try to discourage activity it 
dislikes by using the threat of enforcement, under unclear standards, thereby exceeding the SEC’s 
actual mandate. The SEC, of course, disagrees with this characterization, believing that their 
enforcement actions and threatened actions are within their current remit. 

This conflict could continue for years, given the poor fit of digital assets into existing law, in the 
absence of new legislation to provide clarity. The SEC and other regulators sometimes face an 
unpalatable choice between issuing tough regulations that might be overturned by a court, setting 
back the regulatory effort and considerably reducing the power of threatened enforcement actions, 
or issuing weaker regulations that are more likely to survive litigation but do not move very far in 
the regulators’ intended direction. My own expectation is that we will see the SEC continue to focus 
on enforcement and threats of enforcement while calling on Congress for more authority, rather 
than promulgating many concrete regulations on digital assets. 
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Is there a need for new legislation? Is it achievable? 

The answer to this question will depend on the circumstances in each jurisdiction. The European 
Union, for example, is using its legislative process to push forward the MICA regulation described 
earlier. Other countries are considering legislation, which tends to be easier in a parliamentary 
system assuming the government has a clear majority and therefore does not need to overcome 
partisan opposition. 

In the US, sensible new legislation would clearly be desirable, and many in both the public and 
private sectors have called on Congress to take action. Unfortunately, it will be very difficult to 
overcome the prevailing tendency to legislative gridlock, as this is both a complex area and a 
somewhat partisan one. For example, many Republicans are more open to stablecoins and other 
private sector digital assets than Democrats generally are. The Democrats tend to be more attracted 
to a potential US central bank digital currency and, even in its absence, to strong constraints on 
private digital assets. In the current polarized environment, it is difficult to advance legislation 
unless there is a fairly strong consensus on the right course of action. We are nowhere near that 
point with digital assets, although it is possible that some major blow-up could change the political 
environment. However, legislative inaction on so-called meme stocks is a good example of how 
difficult it is to overcome gridlock even in an area where politicians and the public are focused. 

In the absence of federal legislation, and with considerable ambiguity on regulatory powers at the 
federal level, there will continue to be significant actions by state legislators and regulators. These 
will be in different directions in crypto-friendly and crypto-hostile jurisdictions. 

Are digital assets systemically important? 

Most countries, and the global standard setters for finance, treat activities and institutions 
differently if they are deemed systemically important, that is, if their financial or operational failure 
would have major impacts on the wider financial system. In the case of digital assets, it is difficult to 
make the case that they are currently of systemic importance, even in the aggregate, although there 
are some who do hold this position. However, there is considerably more debate about whether one 
or more digital assets, institutions, or types of activities will become systemically important. For 
example, one of the major drivers of policymaker interest in CBDCs is the fear that a stablecoin, 
such as the original proposal for Libra, might become systemically important at a global level, 
reducing central bank control over their national monetary system. 

In the US, the Financial Stability Oversight Council (FSOC) determines whether any institution or type 
of activity is systemically important. (The council includes the heads of the major federal regulatory 
bodies and is chaired by the Treasury Secretary.) There are three categories of designation. 
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Systemically Important Financial Institutions (SIFIs). The largest banks are automatically SIFIs 
while other financial institutions must be explicitly designated after appropriate analysis. That 
analysis can be disputed and, famously, MetLife won a court case to get its designation overturned. 
SIFI designation is a big deal because it brings the institution under Federal Reserve regulation with 
essentially all of the requirements that apply to the largest banks. It is very unlikely, in my view, 
that any digital asset firm will be designated as a SIFI in the next few years given the high standards 
that must be met. 

Systemically Important Activities. The FSOC may also designate an activity to be systemically 
important. The PWG report, in fact, called for the FSOC to seriously consider designating stablecoin 
issuance as a systemically important activity. Given the presence of the key regulators on the PWG, 
this has to be considered a likely outcome once it goes through the formal FSOC designation process. 

Although this would be important, it carries many fewer consequences than SIFI designation since, 
unlike the latter, it provides little or no new regulatory authority. Instead, it is effectively a call for 
the various regulatory bodies to use all of their existing legal authorities to appropriately handle the 
newly recognized systemic risk. This carries political and bureaucratic weight. However, in the case 
of digital assets, the lack of clarity described earlier about those legislative authorities would 
considerably reduce the impact of such a designation.  

Systemically important payment, clearing, and settlement activities. Institutions that engage 
in systemically important payment, clearing, or settlement activities are required to adhere to 
various risk management standards. This differs significantly from SIFI designation in the US, 
which automatically carries a host of capital and other requirements. That said, regulation on risk 
management could potentially be construed broadly to cover many such requirements. 

At this point in time, it would appear difficult to designate any of the digital asset firms as being 
systemically important and have it stand up in court. However, this could come into play in later 
years if the sector grows strongly. 

Globally, systemically important payment activities are required to operate under the Principles for 
Financial Market Infrastructures (PFMI). These are set forth by the Committee for Payments and 
Market Infrastructures (CPMI) and the International Organization of Securities Commissions 
(IOSCO). Although not required by international law, in practice, these principles are generally 
implemented in national regulations. This again makes judgments about systemic importance 
central to certain aspects of regulation. 
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Important Implementation Questions 

How should licensing/chartering work? 

Many financial activities can legally be undertaken only by institutions with the appropriate license 
or charter. For example, an exchange that trades a digital asset defined by the SEC as a security 
needs to be chartered as a securities exchange. Similarly, commodity exchanges must meet CFTC 
standards. One of the liveliest areas of debate in the US is about banking charters. For some years 
now, there has been a movement to allow fintechs to have a simpler, less onerous, and more limited 
bank charters to facilitate their operations. To date, there has been no significant movement at the 
federal level, although it has been and will continue to be discussed. However, Wyoming and some 
other states have created or proposed such charters, with a particular focus on digital asset activities. 

The PWG report recommended that Congress mandate that stablecoins could be issued only by 
insured depository institutions. Some have proposed that any such legislation should introduce a 
new banking charter that would be tailored to such activities. 

What capital and liquidity rules are needed? 

Financial institutions maintain significant levels of capital and liquidity to protect their stakeholders, 
other than capital providers, against unexpected losses at the institution or runs by funders.  

There is active debate about the appropriate capital requirements for digital asset activities. For 
example, the Basel Committee on Banking Supervision issued a consultation paper in June of 2021 
on a proposed capital regime for bank exposures to digital assets. (After extensive comments, a 
revised proposal will be issued within a few months.) It is clear that even a revised proposal will 
bring very high capital requirements for banks with exposure to digital assets, although likely not as 
heavy a burden as was originally proposed. 

There has been less attention so far to capital requirements for purer play digital asset firms, given 
their generally lighter regulation. As this sector moves into a more regulated environment, capital 
rules will become a key issue. It will be important as this happens to carefully analyze the actual risk 
levels of digital assets. Counterintuitively for many, extensive Oliver Wyman analysis shows that 
volatility levels for the major non-stablecoin digital assets is broadly similar to mid-cap equities. For 
example, Bitcoin’s 10-day 99% VAR tends to be about the same as for the common stocks of the 
smallest 25 firms in the S&P 500 index. (See “Cryptoassets: Tulips or Dot Coms” for further details.) 
This might change over time, of course. Advocates point out that volatility levels have tended to 
decline as digital assets become more established. Skeptics believe that digital asset prices are in a 
bubble and volatility may rise sharply after that bubble bursts. 

The issue of capital and liquidity rules is already implicitly a key factor in the fight about whether 
banks or prime money market funds are the better analog for stablecoins. Banks face substantial 
capital requirements, which add considerable expense to their activities. They also face liquidity 
requirements, but these tend to be somewhat less burdensome. Prime money market funds are the 
opposite. They have zero capital requirements but very heavy liquidity requirements.  
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If stablecoin issuers are regulated as a conventional bank, they would generally face capital 
requirements well in excess of the risk of loss they would face on their assets, which would normally 
be of very high credit quality and liquidity. On the other hand, liquidity requirements for a 
conventional bank would leave a great deal of room for ownership of risky assets by a stablecoin 
issuer, counting on high capital levels and the many institutional supports for banks, such as access 
to central bank liquidity, to protect holders of the bank-issued stablecoins. 

Directly borrowing the regulatory regime for prime money market funds would bring fairly 
stringent liquidity standards, coupled with zero capital requirements. Given strong policymaker 
concern globally about systemic risks from prime money market funds, it is very unlikely that this 
regulation would be directly imported for stablecoins. However, there is a reasonable argument for 
a regulatory approach that has modest capital requirements, very stringent liquidity requirements, 
and with other forms of regulatory safeguards and burdens that are relatively light, given the 
narrow and safe nature of the stablecoin activities. This debate will clearly continue for some time.  

How can adequate global coordination be achieved? 

Digital assets are inherently global and were originally designed with that as a major goal. This 
heightens the need for common global standards and approaches, as well as information sharing. As a 
result, there is a great deal of discussion of these topics at the G20, Financial Stability Board, Basel 
Committee, CPMI, IOSCO, and other venues. In fact, the sheer multiplicity of global bodies examining 
this area, with no clear lead body, is itself a challenge for coherent standardization. In addition, there 
are many bilateral consultations, such as between the US and the UK and the US and the EU. 

Some progress has been made on standardization, such as the initial capital proposal from the Basel 
Committee and the joint proposal of CPMI and IOSCO to apply the PFMI to systemically important 
digital assets payments entities. However, there is much more to be worked out in the area of digital 
asset regulation than has already been agreed. Further, there are always divergences in the national 
implementation of agreed global standards in financial regulation, sometimes to a significant 
extent. It will be important to limit those differences to ones that are truly necessary to fit varying 
national circumstances. 

A major difficulty in global coordination arises from the taxonomy issue, that is, how to decide what 
a particular digital asset is: security, commodity, currency, collectible, deposit, or something else. 
Global standards for banks, insurers, pension funds, and other long-standing types of institutions 
normally benefit from broad agreement about what products belong in which category. There are 
definitely borderline cases of products that could fall into two or more categories and different 
countries do vary to some extent in their definitions, but there is broad agreement on the core 
definitions. We are not at that stage with digital assets. It would clearly be useful to have global 
standard setters help foster a consensus, but there are limits on how hard they can, or should, push 
countries with different legal or policy approaches. 

Finally, the financial industry, including new crypto-native firms, has a role to play in helping educate 
policymakers and to propose workable solutions to the complex issues in this sphere. The industry 
can also usefully develop strong agreed standards to complement regulation or to reduce the need for it. 
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